Election Interference

By: Jacob Locklear, Ritika Dixit, and Brian Ngac

Artificial intelligence (AI) is machine intelligence capable of
mimicking human functions. It is relatively youthful but has
grown in sophistication since the second half of the twentieth
century. Initially, AI was limited to specific use cases, such as
playing chess or spotting trends in data. In recent years, it has
grown into a vast sector that encompasses diverse machine
learning (ML) techniques and advanced algorithmic strategies.
For example, artificial narrow intelligence (ANI) focuses on
specialized tasks, such as voice and image recognition, and lacks
the ability to perform additional tasks without the intelligence
being retrained.!

The capabilities of ANI have historically focused on synthetic
media generation, specifically the development of deepfakes.
Deepfakes are artificially created graphics that appear to depict
real individuals in computerized forms. Initially, they were used
in oil and gas, entertainment, and art-related works, but their
shift to political and social uses have become apparent in recent
years. Concerns have grown regarding the influence of deepfakes
on people’s perceptions of political figures and events.?

In recent years, foreign access intelligence and deepfake tools
have proven useful to intruders for other purposes, such as
performing influence operations and meddling in US elections.?
Such operatives seek to manipulate public opinion and
undermine democratic systems by creating false narratives and
using social media. Using deepfake media, the threat of meddling
in the 2016 election became very powerful. Officials today expect
Al systems will create false media even faster and with better
accuracy. This issue calls for a structured approach to safeguard
electoral processes. The proposed Deepfake Analysis and
Detection (DAD) framework provides a clear and effective course
of action to detect and mitigate deepfake media, with a focus on
online platforms.
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Mitigation Strategies

As synthetic media and deepfake technology continue to grow,
maintaining credibility in digital content is imperative. Without
effective detection strategies, synthetic media can be utilized to
mislead the general population. To address these challenges, it is
essential to examine three current key mitigation strategies.

Blockchain Technology

To combat the creation of deepfakes, blockchain is used to identify
the origin of information and content. Blockchain uses a digital ledger
system to keep track of information and consistently verify that same
information when used.! In addition, the decentralized nature of
blockchain helps validate and prevent the manipulation of digital
information. With this, content on the blockchain can be hashed for
integrity. Through this cryptographic process, a digital fingerprint
unique to specific content can be created to ensure the authenticity
of information. This attribute helps identify misinformation because if
there is interference with content or the metadata on the blockchain,
the hash value will change.? Considering deepfake technology
includes video, image, or audio, blockchain manipulation serves a
beneficial counter to this growing issue.

Digital Watermarking

Like blockchain, watermarking can help authenticate content.
Watermarking includes embedding data in digital content that
computers can detect without being noticeable to the consumers of
that content.® If the embedded data or features are missing from
digital content, then potential deepfakes can be detected. Figure 1
shows common types of watermarking implemented on digital
content for authenticity verification.
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Figure 1—Types of Watermarks’
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Federal and State Deepfake Laws

Currently, federal regulation in the United States to combat the
use of deepfakes does not exist. At the US-state level, several
states have enacted laws to regulate the usage of deepfakes—
many of which relate to the creation of deepfake sexual content.

Recently, efforts to combat deepfake content in elections have

also commenced:

e In 2019, Texas SB 751 made it criminally punishable to
create a deepfake video with the intent to injure a candidate
or influence the result of an election.®

¢ In March 2024, both Indiana HB1133 and Oregon SB 1571
began compelling election campaigns to provide a disclaimer
if digitally altered media is used in campaign communications.
The law also allows affected parties of digitally altered media
that did not possess a disclaimer to pursue litigation against
the creator.®

e As of September 2024, California AB 2655 requires large
online platforms to block the posting of materially deceptive
content related to California elections during specific periods
before and after an election. The bill also requires the
platforms to implement tools to report and label deceptive
content as inauthentic, fake, or false.'®

Deepfake Usage in Recent US Elections

In May 2019, a digitally altered video circulated on social media
platforms portraying former US House of Representatives
Speaker Nancy Pelosi as inebriated. The slowed and distorted
video of Pelosi’s speech garnered millions of views and fostered a
negative public perception, which reinforced the narratives
promoted by her political opponents.*!
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In June 2023, a super Political Action Committee (PAC) for Ron DeSantis
posted Al deepfakes on Twitter showing US President Donald Trump and
Dr. Anthony Fauci locked in an embrace intended to suggest in an
unflattering manner that Trump was overly friendly with Fauci
throughout the COVID-19 pandemic.’? While these pictures were created
purely for humorous purposes, the realism of these images raised
concerns about the application of deepfakes to change the opinions of
the electorate. Other critics maintained that such content, even if
parody, would still be a source of depolarization in contexts such as
political campaigning.

In January 2024, a political consultant used Al-generated voice cloning
technology and caller ID spoofing to send a deepfake phone call to US
State of New Hampshire residents, discouraging them from voting in the
upcoming primary election.* The phone call mimicked the voice of
former US President Joe Biden and included common phrases that he
uses.' This incident indicates how deepfakes can be used for voter
suppression.

Also in January 2024, a false audio clip generated by AI technology
circulated on social media claiming that Biden threatened to send F-15s
to Texas with the aim of “quelling” opposition near the border. The
White House quickly refuted the fake audio. It was difficult for people to
dismiss the deepfake due to its believable voice and other convincing
aspects.?®

Comparative Analysis

With the recent use of deepfake media to influence US elections, there
is major concern about its impact on public perception. This analysis
aims to compare the previously noted instances of political deepfake
usage.

The Pelosi, Biden phone call, and F-15 deepfakes highlight the use of
audio deepfakes to foster a negative public perception of the politician
involved, while the Trump-Fauci deepfake highlights the use of
deepfake imagery. The Pelosi deepfake aimed to reduce the former
House Speaker’s credibility and influence voter opinions ahead of the
2020 election. In contrast, the deepfake phone call from Biden was a
more direct attempt to suppress democratic voters in the primary
election. Similarly, the F-15 deepfake was used to spread
misinformation on social media platforms.

The Pelosi, Trump-Fauci, and F-15 deepfakes were all spread on social
media platforms. More specifically, the Pelosi deepfake was spread on
Facebook and X (formerly Twitter). This highlights the importance of
further initiatives by social media platforms to combat the spread of
disinformation from deepfake media.'®

The use of audio deepfakes is presented to be more impactful on public
perception, as audio deepfakes are less detectable and therefore a
greater threat to influencing the general population. Whether created
for trickery or humor, deepfakes mix the real and fake, undermining
confidence in government and media credibility. This confusion can
escalate in political systems, as deepfakes often cater to specific
groups, reinforcing their biases. Voters become ill-informed, leading to
disorder in political discussion and eroding faith in the democratic
system.

Foreign Adversaries and Their Use of Synthetic Media

As generative Al advances, US elections face an increased risk of
influence by foreign adversaries. The following analysis focuses on key
groups within China, Iran, and Russia. The three countries were
selected based on their active engagements and technological
capabilities in influencing US elections. Their interests in swaying public
opinion and undermining the democratic process make them significant
threats to US election security.
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Looking forward, there is an opportunity for domestic organizations
to help counteract influence operations that spread deepfake and
synthetic media. The artificial intelligence company, OpenAl, has
disrupted more than 20 attempts of deceptive content creation
using their AI models since the beginning of 2024.** OpenAl
recognizes the importance of building safeguards that identify and
prevent the use of their Al services in generating fake content that
can be used to influence people on internet platforms.? This serves
as a precedent for further initiatives from organizations with Al
capabilities to mitigate threats using their detection tools.

Call to Action

Given the ongoing threat of election inference by cyber adversaries,
mitigating the impact of synthetic media use is crucial. Ensuring the
integrity of political content is essential to strengthening the
democratic process.

The most common social media platforms containing published
deepfake content are X, Facebook, and TikTok. Deepfake content can
reach many users in a short amount of time. Furthermore, synthetic
content has a higher tendency to spread more rapidly than authentic
content. On X, false news stories are 70% more likely to be reposted
than true ones and have the ability to reach 1,500 people six times
faster.?® Therefore, there must be a stricter system that social media
platforms use to stop the proliferation of deepfake content.

X uses their own technologies to identify synthetic and manipulated
media through in-app reporting. Additionally, X partners with third
party organizations to detect manipulated media. Meta (formerly
Facebook) labels posts as “Al info” on their platform that they detect
were generated with AI.?” The Chinese-owned company, TikTok,
allows users to flag posts that are believed to contain Al-generated
or deepfake content.?® Similar initiatives should be more
commonplace surrounding political content. With this, platforms can
take action to mitigate the spread of synthetic media.

Deepfake Analysis and Detection Framework

After a thorough analysis of current deepfake identification and
mitigation operations, the authors propose the Deepfake Analysis
and Detection (DAD) framework, which is applicable to any online
platform that allows users to publish content. The goal of the DAD
framework is to allow for effective identification of synthetic media
using Al tools and mitigate the impact on public perception. Figure
5 lays out the DAD framework and the five phases involved in the
process.

Figure 5—The Deepfake Analysis and Detection (DAD) Framework
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The differential factor in the DAD framework is the ability to mitigate
the impact of each incident. An agile response from online platforms
is essential in minimizing potential impacts on public perception.
There is value in examining a walkthrough of the DAD Framework
and use case scenarios using the F-15 deepfake example discussed
previously.

F-15 Use Case:
Creation and Proliferation

Content is published on an online platform, and content spreads
rapidly, impacting public perception on a large scale.

The audio clip is posted on TikTok, reaching a wide audience, and
spreading disinformation.

Detection

Suspicious content is flagged either by platform users or the
detection of watermarking and blockchain  technology
(implemented by the online platform) for further inspection.

Users are unsure about the authenticity of the audio clip and flag
the suspicious content for further analysis by TikTok. If the audio
clip contains digital watermarking, TikTok uses these findings in
their analysis. The combination of both user alerts and notification
from the watermarking/blockchain technologies would prioritize
the need for analysis on the suspicious content.

Analysis

Platforms leverage AI tools to investigate the source of content
and assess credibility.

TikTok uses AI tools to scan the audio clip for traits consistent
with deepfakes. The audio clip is fact checked and the source is
investigated.

Determination

Following analysis, a decision is made on content authenticity. If
the content is deemed authentic, it may remain on the online
platform and will be recorded in a database to prevent repetition
of the DAD framework.

The audio clip is deemed an Al-generated deepfake, necessitating
further action.

Mitigation

If content is inauthentic, the platform can potentially remove the
content. In addition, any user who viewed the content is promptly
notified through the online platform to mitigate the impact on
public perception.

TikTok removes the audio clip. Every user that encountered the
audio clip is notified through TikTok with the date and time of the
encounter and the results of the analysis.

Conclusion

Synthetic media has been an acute and escalating threat to the
integrity of electoral processes in recent years. Entities are
systematically using AI to interfere in elections, requiring
coordinated national efforts to combat these activities. The
proposed DAD framework facilitates a straightforward approach to
deepfake detection and mitigation, specifically for online platforms.
Through the DAD framework, a prompt and clear response limits
the false public perception that deepfakes can create. With the
unified efforts between the private and public sectors, stronger
safeguards can be built that protect elections in an increasingly
digital world.
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	Expert Perspectives I
	From the Earth to the Moon:  Never Underestimate Your Career Paths
	By: William A. Cellich, ISSA Fellow
	The wonderful film “Margin Call” is a study in risk management. Set at the very birth of the 2008 Banking Crisis, the Great Recession that formed in the wake of the subprime meltdown, it goes deep into a Hollywood version of the collapse of Lehman Brothers and the world that introduced us all to the idea of “too big to fail.”
	Briefly, an analyst at the fictional firm discovers that the convergence of several factors has led to the company being over-leveraged so drastically that their exposed position exceeds the entire valuation of their business. Before he can alert the management, he is, of course, fired. On his literal way out the door, he passes a flash drive to one of his colleagues, and tells him to be careful. It contains a model of the assets and liabilities of the firm, and the projected future holdings.
	The younger man inserts the USB[1], takes a look, and soon realizes the catastrophe looming, and contacts a senior analyst, who confirms the numbers. What happens next is a master class in risk treatment.
	The big boss[2] declares a fire sale. And the rest is history.[3] The superb acting by the cast notwithstanding, I love the peek into the dynamic of the systems involved. How each piece reacts and meshes is fascinating. And it highlights one of the biggest threats we as cybersecurity professionals can ever encounter – ignorance of the ‘big picture.’ If you're an ISSA professional watching AI disruption accelerate, certification markets saturate, and traditional career paths become obsolete, you might be wondering what actually creates sustainable competitive advantage in cybersecurity. The answer isn't another certification or deeper specialization in a technology that might be automated next year.
	You may ask yourself; how can I provide value while also protecting my own position?[4]
	The answer is to develop the meta-skills you've been building through experiences you probably dismissed as irrelevant.
	[1] Cybersecurity hygiene was poorly depicted here, for sure. Hollywood! [2] The supreme acting of Jeremy Irons as John Tuld elevates this movie into a classic. [3] Really! It really happened!  [4] We all know that CISO means “CISSP In Search of Opportunity.” It’s the hidden secret in the profession, but not all that secret anymore.
	The Future Is Written in the Past As a recent example, the Artemis II rocket preparing to launch at Kennedy Space Center in Titusville, Florida, integrates RS-25 Space Shuttle Main Engine components that I worked on in the 1990s.
	Thus, this proves two things: 1) Mission-critical engineering from decades ago can still have value when you build for endurance rather than obsolescence. 2) I am officially old.
	But more importantly, those turbopumps represent something every security professional needs to understand: the work you're doing today in seemingly unrelated domains is building pattern recognition capabilities you'll need for threats are not recognized (i.e. zero days) or ones that do not even exist - yet.
	Cross-domain experience isn't a liability to overcome. It's the competitive advantage that enables you to identify systemic risks that specialists miss.
	The Problem with Specialization in Volatile Markets The cybersecurity field is facing a paradox:  Organizations demand deep expertise in specific technologies - cloud security, AI governance, zero-trust architecture - while those same technologies evolve faster than traditional career development timelines can accommodate. By the time you've achieved mastery in a specialized domain, market conditions may have shifted enough to reduce the premium value of that expertise.
	Meanwhile, the most critical security vulnerabilities often emerge at the intersections between domains that specialists don't typically examine.
	Since encountering Peter Senge’s The Fifth Discipline, I had tried to approach systems as, well – “systems.”
	It was evident that enterprises have many moving parts. It’s obvious, but the interconnection between departments, the organizational hierarchy, and the actual inputs and outputs of any given system are complex at best, and maddeningly intricately intertwined at worst.
	Scaling this up to the global cloud platforms that now exist is a nightmare of administration, regulatory governance, compliance rules and of course political perils.
	The focus of the original CISSP domains has shifted radically, in my opinion. No longer do the GRC parts hide in shadows. No longer does policy take a back seat to controls or cryptography. I am sure there are those who will argue that this has always been the case, and more appropriate certifications such as GIAC or the CompTIA path address the hardware and software bits more definitively. I submit that the holistic nature of systems management should be the next major certification path. A path that shows the general knowledge of the CISSP domains, but also the technical chops needed to administer mixed O/S integrations, the intricacies of database design, and now the inevitable infiltration of AI. Sure, we can still use the tools at our disposal as we do, - the Wiresharks, nmaps and Nessus scanners of the world - but we need to be smarter moving forward.
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	Expert Perspectives I
	Anupkumar Rajan, IAM Expert, Sr. Product Manager Anupkumar Rajan is a Senior Product Manager at Pathlock with over 20 years of experience in enterprise software, including product management, customer success, and QA engineering. He has a strong background in Identity and Access Management (IAM), identity governance, and security technologies, with hands-on experience working on enterprise identity solutions. In his current role, Anupkumar focuses on IAM product capabilities and the practical challenges organizations face when governing access across large and complex identity environments, bringing a product and practitioner perspective shaped by real-world enterprise use cases.
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	News From the ISSA Education Foundation
	Scholarships
	The 2026 scholarship application period begins on February 1. If you, or someone you know, is a sophomore, junior, senior or graduate college student, and wish to pursue professional cybersecurity training, visit our website at issaef.org/scholarships for eligibility requirements and application instructions.
	Professional training applications will be accepted through April 30; student applications will be accepted through June 15.
	Good luck!

	Volunteers
	If you have an interest in making the world a better place and want to help fill the need for talented cybersecurity professionals, please join us! ISSA Education Foundation is an all-volunteer organization – we have no paid staff – and we currently have the following needs:
	Chapter Liaison
	Responsible for developing relationships, the Liaison will be the primary representative between the Foundation and the individual ISSA chapters. This person is expected to meet with the chapters, raising awareness about the Foundation, and soliciting donations or assisting with the establishment of scholarships.

	Webmaster
	Maintain and update the ISSA Education Foundation website. If you have an interest in this role, contact our Communications Director, Brent Putnam at bputnam@issaef.org.

	Fundraiser
	The Fundraiser will implement and manage a fundraising strategy to support the Foundation’s mission. This includes, but is not limited to:
	Building and maintaining relationships with individual donors, vendors, corporations, and other funding sources;
	Managing donor stewardship efforts, ensuring that donors feel appreciated and informed about the impact of their contributions; and
	Maintaining and updating a donor database (CRM) to track donations, pledges, and event participation.

	Scholarship Reviewers
	Working under the leadership of our Scholarship Chair, our Reviewers are responsible for evaluating applications for the grants and scholarships administered by the Foundation. This includes scoring the applications against a matrix of criteria (provided) to identify the most deserving candidates and communicating with other members of the committee. This role is ideal for someone who wants to volunteer, but can only commit to a short period of time – your assistance would be needed only between June and August.
	If you have an interest in any of these roles, please contact our President, Deb Peinert at deb.peinert@issa.org.
	The Foundation welcomes donations, which can be made online at https://issaef.org/scholarships/donate/
	or via check to:


	About the Foundation:
	Founded in 2003 by the ISSA International Board as an independent, 501(c)(3) charitable organization, the ISSA Education Foundation is qualified to receive tax bequests, devises, transfers or gifts to foster and support education and training in cyber security and related fields. Donors to the ISSAEF may be eligible for tax deductions; consult your tax advisor.
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