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| | ‘ Tyler Cohen Wood, Private Consultant

rf, ANJ. )

Tyler Cohen Wood is a cyber-authority with 20 years of highly technical experience, 13 of which
were spent working for the Department of Defense (DoD). As a keynote speaker, author,
blogger, national security expert, and overall cyber expert, she is relied on to provide unique
insight into cyber threats, cyber warfare, mitigating cyber risk, national security, and ensuring
industries have the tools they need to defend themselves in the digital world. Tyler sits on
several cyber advisory boards, including CyberSat and The Internet of Things Consortium.

Before becoming a private consultant, Tyler worked in the public sector as an Executive
Director for CyberVista and as a Director of Cyber Risk Management group at AT&T using
thought leadership and her cybersecurity expertise to develop new and inventive solutions to
protect customers from hackers and the ever-increasing cyber threat landscape.
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Speaker

Ryan Kelly, Solutions Engineer, AT&T Cybersecurity

Ryan has been in the tech industry for nearly 20 years with the last 6 years spent
focusing on the deeply technical side of cyber security. He has held positions at
companies such as Dell, Apple, Forcepoint, Cylance, NSS Labs, and now AlienVault. His
responsibilities have included securing enterprise grade infrastructure to include
sensitive government networks, researching and reporting on advanced security
threats, analyzing and reverse engineering malware in order to train machine learning
algorithms, and testing some of the most advanced endpoint security products in the
world with the end goal of bypassing or breaking their security mechanisms.



‘ Information Systems Security Association
International

Ryan Kelly

Solutions Architect — AT&T Cybersecurity



Information Syste:
nternational

€HISSA




Information Syste:
nternational

€HISSA




Information Syste:
nternational

€HISSA




oise “YISSA

Information Systems Security Association
International

More Prod

Advanced Threst Protection IC8+ OF ===y - PPN - WAF & ty
BORNT | (i brietye PONNET. 0o e w5041+ | APERIG Wesore SN | Bl Chisns rrior s arecrcn Y [“RLOl ot oo Worr AN e TSI 4
= e . Weatlie | ¥ -
"W lastling D eMes BYmanees o aAAT D RESEC ® ‘f,‘t'_, :)'V \:_',_ cndlo\n s (0py ERfeenben "0y BW (Wi COMODO S @evmenane = e cimpe CONTRAST g opun o
WAL SOPHOS (WM Fameriec R YOTIO Ftns | [, .. A (oo 25 oo mEmaemn  Odigicert - Ay, Aoy T 1 ' ergon (;‘ P —
el inii] ] v PERTINET %0o00A ¢ o
SON st ooam iy DNS vom—y | W - A"", gzl Saegavere ‘;'""’“‘4 Kapuaars WA BbeAles  Qeve g P,,. uw': Jonnpeis QRACLE" Perte O revory () runesec
At Cones wowo | [ ey e || @ NPEP (‘.. - POATINET Poures BrEwAT | Uronde s @ounys fgee MM civarbed SUCUT £t EH-BE
e S e || it Oonos @it = o S P B—" Eom Digon: O 11 (X0 0 vausiansir \n Tomsave
- - feqwnr iy’ AT rwds - m i . wepaoor p— ] @ wwn TCFL| i 4 "
b R ™ T o, ' N e
woerwn O P vima 6 oontay | Gwwe | Mook Aty Forwis . Ml t3vcAles  (Menia B e (Ve B gL v
VEDEY  zenio eowa) g : ol I [ Rl T i ad e 5 g : Securlty Testing
o rocaim ‘Qmm- Ca":“%“" e ~.°... CORE o o BN« proofpoint. (0 randed e o e e ocuneix  Dugorowd 1l seereowes m e (2 oecons
rk o sdel T ~ o }
@i L evmacrer wendion Frmess; ronmner @ Mt dolls B 9 <o e SHEPE Wm“'_“ " s Fasoo heckeron IEM IFELD eusk
R @ = Ot WAL SOPHOS Bvewsew N, “-'- ¢ unmse NETSCOUT smootwall SOPHOS Ty - maasder By Qovun RAPIDTS B
LRive L - Cyberiras g’..-..‘... m A cnwrne 2Dy Faymates B B insan Osasiocn. Y somar-cuiir 'V‘v—" SYNwSYS < tenable
WV v S MORESCHIN AN 55@ NVECTRA - o Tnetvine e e Y

unbotlfy  @Dwhitt v e ey

- Deta? Other ,,,,p‘km Ao vt o @ verren ey e coser BERLET Q) collion
B Bon DOME Grower Voot & oo @ B W 0i0 [omn] ooariass| | 4 mrese Beosces Dongn oy Tinmsew oo SMUNS (. + onvuno 45 K-
Zaes TEM Mg § p—— . s sy emasmne ENYG Woertanen | | 0 wnesr &> 0 i Qartovn (oains W tookout @b e 4 ﬂ' MR %)% prodeo
l Socuroworks S| | gy Bowe prLARON G i A g s Nppive NOWARE' () s DA 2 e CE) @ wmo "'"'@"“" Npvornyal). St O Plate Psana Sovus SOTI @ by ZAma
o wedoss e @ omms traLen G O " aive IR L — @ trmsnnn O S it | | & v Vwaena VERA - o ywardes MheBIgN ATV AR
X tger - F s VAULTO VWIS wandera: /7 wiche ¥ immemn

—" & - - mentum 7 1oT Deviess o~ .
- dcavin G v G orwone e @ome | rasderr cowme el R N 40 AnNeMAL B.l\nlv. e o R — AC{-rl\m v Asar Q‘A;rvll @_’cm....
Foeive . vrow e EESec KENNA Beossoeeing 0 vy brandpeotect. () u—q.,_.—&w.'.]— ‘ ¢ vanl C1E0 CRW
@ @ Oupon:1 ) rorvior BREDSEAL rarcrn | | B TR GHEE v Ao S o, TR ekt Boonan B e Bt £ 92 § o ¢ 1 P e e 2 G
o tenable @ UpGuard VENA Zeguro w A pomnner € e Amnemes X TR @uge oedechcry PEASIONT  Dpiegyw & riasupomT e k2t - PORTOEY ®oon - . way
amulation = uc Securky & Tralning . 10gPOING  +Loghwyrhe — L & e (] MYAS Wtoblon ¢ -o..,,.‘ Gone ‘:::: e @rrwnn  wrolwnd  ONcAles B Maen
e i [ o@. |l |ors onesr men 5 8 |l 1y o i mamttefll | Frmy T 0 |l e o b e
< Metrbcuronn  Oeturix Koonhess o esiasse : : i - Qrin Qs % o SErVIOen — wsolebit SOPHOS [Firwm
Araboiman SRESOLVER RSA proofpoint = alow v sphunk - @sumoiogic TIBCS M Tuatwene 9 Sigil © sovcmt ¥ pou— ir CUIO  ramne® e Lsymontee BN Winmteave  Eoondeons
B e . ey ty Resporse ThewatMetrn. v Trmre TRUSTAR 6 wepacoy nACA SAM  (symartec VMol vmb9 wepRooT A/ wicke
hy  (Dewsere @9 CYREIIT | ot e :
C-u.::--» C-u-wv wwine  DEMISTO ‘
thd  Goveron 4l wwn mocsren. CA  Calisign Dersus . Drivtye BT Microseh QCE) bandprinct € mp el alaes i % |-|‘-~ wrig N Delome. | 5 .m':- @Chain 4. ‘edgé
s CORE Blle awxostan Go ge 9 \.‘3 0 megriarta Moo O RAPIDN Dol e ) - aaoiMill gy ©rosiye TEM O L R occpo® V gardtime & o manioa Null
von ek Nok DolonlD (A)usmss € Sutrbus %"'" "*O Reythesn Redlock »mesfent $ec" sovcenew oo Lis ,.(_:)"lu»ox NEC 292 grriv B e s NV G N/ A ey Rremme P o #\«le' G ooe
W @RSty SV tascent deectmetdy = /sy ‘an"‘ Gswrans
». = rsimeey | L — - 2
NBUUND  LINIKEN @ yxey JYnel, @ v, ﬂ:h sl b UPLEVIL aurgTix  EIOCATEH. N PARGE hlerlon €L 114 »oaTAVisOR Tewwwnw  emailage ethoca @ = FICQ
weicoms B Mowet O Socurty Anaipes ) Wl e o707 FistData. FEORTER WSurs  weew:  IdenTrust. Biovation {@Kount WMoocCube . . [ A weiburams
RSA THALE 2\ AWAKE ""MM '_“Mﬂ f w NS oo gorses nskified 5. .. “siftscence 9 IONIFYD A simility  § socune ThveoiMetr. Tokentny J  LINEN @ ectogigey
[ YT ——— YT wxabeam @ Fluency B HanSgft e
[l T S WVSION 4 prerser c'}( woss  WJASK cés
Bsorbont oo ’»"'"""“l -‘ : 'M".. § %IlﬂA;aul:{:OT»[:?:}Av :‘"".mr"“";_— 2 R it [T deavin :‘ .?“""‘ ;.7!1'.'. .:‘AN::-M Wepnwciu |l @omoneT
— |64m Identity ey — o = .—I @ AVEETRA Verialo : ;mu :x Loapumeme Crmmrimnce @ «vecesns  Gymmmes (FHUWTE @yrrwr T Mo S Py D rcAfes B uicoion A relihopn CRacLe
B w=® T vt vara " & veRsave viware ¥ Zonwfox e 3 B Redleck - RPREEPY [ [FRSPUTPRIEDY o o) | [ e—— A




What Makes a Good SIEM?  ©¥ISSA

A Single Pane of Glass for Orchestration, Analysis,
Detection, Intelligence, and Response.

Data Analysis Threat Detection Automation &
Response

Threat Intelligence
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Speaker

Kevin Landt, VP of Product Management, Cygilant

Kevin Landt is VP of Product Management at Cygilant and has over a decade of
experience helping Security and IT Operations teams increase efficiency and reduce
risk. Prior to Cygilant, Kevin held director and leadership roles at Opsgenie (now part

of Atlassian), Kanguru Solutions, and Intel.
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Securing SMBs

* Small teams

* Broad responsibilities
e Seeking balance

e Striving for efficiency
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Example Company:
1000 Systems and 1 TB monthly log data

Security Monitoring Costs

Full Time Equivalents (FTE) 2
Incidents Per Year 130
Fully Loaded Cost Per FTE S 75,000.00
Total Cost S 150,000.00

Source: Forrester, The Total Economic Impact™ Of AlienVault® Unified
Security Management® (USM)™ , March 2018
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Help is not on the way £)ISSA

e Cybersecurity labor crunch to hit 3.5 million
unfilled jobs by 20211

e 74% - organization is significantly or somewhat
impacted by global cybersecurity skills shortage?

* 66% - reported an increased workload on existing
staff?

* 44% - solicited by recruiters at least once a week?



Obligatory Scary Slide £)ISSA

197 69 $3.6M

AVG DAYS TO AVG DAYS TO CONTAIN AVG COST/BREACH
DISCOVER BREACH BREACH ONCE FOUND

Source: Poneman 2018 Cost of a Data Breach Study
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Security as a Service

« 3rd_party service provider
e Subscription basis

* Economies of scale

* Best practices

e Specialized security skills
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Service




What’s in scope?

* Deployment and maintenance

c A
c A
e C

ert tuning
ert and incident response process

hange requests

e Research and reporting

* Breadth of services

 Compliance and certifications

fHISSA
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The business case £)ISSA

* Security force
multiplier

* Compliance cost
saver

* Replace expensive
legacy technology

 Reduce risk







About Cygilant €)ISSA

Dedicated 24x7x365 Actionable Reporting and
Cybersecurity Security Alerts and Artifacts for
Advisor Operations Findings Compliance

www.cygilant.com
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