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This article presents conceptually derived security principles along with those related to

security architect objectives and security measurements that can aid security architecture

management.
Abstract
PI’InCIpleS Managing security architecture dynamic
capitallze elements is a difficult task. Frameworks
are helpful, but gaps remain. Security
on the principles can aid security architecture
- management. Conceptually derived
experience guiding principles are presented along
of others with those related to security architect
objectives and security measurements.
and offer
perspective

security architecture is com-
in dynamic A prised of many dynamic ele-
ments: the people, processes, and
technology frequently change. Some-
times, those changes are unexpected.
Creating a security architecture resilient
against these events is a difficult task. Yesterday’s needs are out
of step with current trends. Today’s design might conflict with
future implementations yet imagined. Tomorrow’s deploy-
ment may not adequately consider emerging threats. Achiev-
ing an adequate security architecture seems illusive. How then
can a security architecture be planned and managed?

Frameworks express methods to handle tasks such as security
architecture management. COBIT, ITIL, and ISO 27000 are a
few well-known frameworks. However, their implementations
can be problematic. Knowledge gaps and interpretations in-
troduce deviations from one professional to the next. Some
situations not clearly handled by a framework may lead to a
weakness. Trial and error result in lessons learned. Experi-
ence, in this regard, can be a harsh teacher. Avoiding the expe-
rience of difficult lessons is ideal. How then do we avoid harsh
lessons and better manage a security architecture?

A lesson learned simply stated conveys wisdom. In time, wise
phrases are recognized as truths. Formulating a truth into a
directive implies a rule or standard. A group accepting a rule
or standard as appropriate behavior gives rise to a recognized
principle. Adherence to a principle is a wise means to avoid
harsh lessons. Principles capitalize on the experience of others
and offer perspective in dynamic situations. Security princi-
ples, therefore, provide important planning and management
guidelines.

Creating a list of principles is a common activity for people
within a community of interest. Group members often col-
laborate in a formal process to establish the list. A code of
ethics identifying appropriate conduct is one type of internal
use principle list. Both ISSA and (ISC)? have their own eth-

10 All web and email links can be clicked to visit the URL, retrieve a resource, view an online article, or send an email to the author.
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ics rules for their membership.! Principle lists are sometimes
produced for external consumption. The National Institute
of Standards and Technology (NIST), for instance, publishes
security guidance for the United States federal government.
One NIST publication identifies generally accepted security
principles, Generally Accepted Principles and Practices for Se-
curing Information Technology Systems,” and is aimed at se-
curity neophytes. In contrast, NIST’s Engineering Principles
for Information Technology Security: A Baseline for Achieving
Security® targets seasoned security professionals. Both publi-
cations are useful to those external to the U.S. federal govern-
ment.

The principles expressed in this article are taken from expe-
rience as opposed to a community of interest. In this regard,
they are more conceptual instead of generally accepted rules
or standards. Please note that the list provided here is in no
way comprehensive. It is hoped, however, that a wise phrase
or two will provide an alternate perspective on the reader’s
security architecture management activities.

The remainder of this article is divided into three sections,
grouping security principles from general applicability to
specific cases: Guiding Principles has applicability to any se-
curity endeavor; Architect Objectives focuses on the security
architect role; finally, Security Measurement makes a few ob-
servations of security metrics.

Guiding Principles

The principles in this section have broad applicability to all
aspects of security.

Principle 1 — Documentation is imperative

It takes a lot of time and effort to develop useful documen-
tation. Many people do not enjoy this task. Unfortunately,
a poorly documented security architecture has undesir-
able side effects: undocumented decisions are likely to
be revisited, wasting time and energy; inadequate docu-
mentation can lead to confusion and poor decisions. It is
also important to read existing documentation. Using the
works of others can save time and may reveal aspects not
previously known or considered. Provide enough detail in
the documentation so that someone unfamiliar with the
architecture could pickup where you leave off.

During a client-site security compliance review, I was tasked
to take a cursory look at the local domain controller. Win-
dows Task Manager was opened and discovered a web server
running. I knew the web server was not specified in the secu-
rity design, noted the discovery as a finding, and completed

1 ISSA code of ethics. (2011). Retrieved July 2011, from http://www.issa.org/
page/?p=17; (ISC)2 code of ethics. (2011). Retrieved July 2011, from https://www.
isc2.org/ethics/default.aspx.

2 M. D. Gaithersburg, M. Swanson, and B. Guttman, Generally Accepted Principles and
Practices for Securing Information Technology Systems (NIST Special Publication 800-
14). National Institute of Standards and Technology. (1996).

3 M.D. Gaithersburg, G., Stoneburner, C. Hayden, and A. Feringa, Engineering
Principles for Information Technology Security: A Baseline for Achieving Security,
Revision A (NIST Special Publication 800-27 Rev A). National Institute of Standards
and Technology. (2004).
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my review. Upon return to the main office I contacted the
primary security group, asking if the web server was ever au-
thorized. They confirmed it was not. Then I contacted the IT
group who informed me the web server was part of a remote
management product suite. The product suite was previously
approved by the security group. Knowledge
of the web server functionality was neither
widely known within the security group

nor specified in the security documenta- SVStems
tion. The finding was eventually removed, are always
but not in time to avoid the political fall- .
out. susceptible
Principle 2 — Anticipate unannounced to ﬂaWS
changes o

& introduced

Things seldom stay the same. People
come and go. New whiz-bang tools sud-
denly appear in the system, disrupting
how things are done. Change is normal.
Keep long-term flexible plans for the se-
curity architecture. Evaluate radical changes for their im-
pact, making appropriate recommendations.

by people.

Principle 3 — Plan alternatives for unexpected failures
Nothing is perfect. Vulnerabilities emerge at inconvenient
times with unanticipated consequences. Play “what if”
games for hypothetical situations. Sketch-out responses
to these scenarios. Thinking through a scenario is good
preparation when a related event occurs.

Principle 4 — Integrity is the base of all security goals

Arguably, Confidentiality and Availability cannot be ob-
tained without Integrity. Questionable integrity reduces
assurance and increases risk. A breach of integrity enables
circumvention of security. This applies equally to people,
processes, and technology security controls.

Architect Objectives

This section places emphasis on the roles of the security ar-
chitect. However, the recommended principles are applicable
to anyone with security architecture responsibilities.

A security architect is the person assigned the responsibility
of creating and maintaining an enterprise information secu-
rity structure.* The security architect identifies what needs to
be protected, specifies how it should be done, and evaluates
the effectiveness of the security architecture. To achieve these
objectives the security architect must:

o Identify requirements
e Specify architecture
¢ Validate design

o Consider risk

Those objectives broadly cover what a security architect does.
But, how is the security architecture created? Ideally, aca-

4 H. Tipton, ISSAP Introduction, Official (ISC)* Guide to the ISSAP CBK. CRC Press:
Boca Raton, FL (2011).
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demia would provide a solution to this problem. Such tasks
have been accomplished before. Consider cryptographic as-
pects of security. We have a variety of security algorithms and
protocols with formal proofs. Academia has mathematically
shown the correctness and soundness of some. Unfortunate-
ly, it is difficult to mathematically prove many aspects of se-

curity management. For this reason, the

rigor of the security profession is some-

ReqUirementS times questioned.®
without the For the purpose of this article we will
refer to an enterprise information secu-
SUPDOI’t rity structure as the security architec-
: ture of a system. The collective physi-
of p0I|c_y cal and logical attributes of the people,
are eaS“y processes, and technologies define a
. system. A security architecture should
dlsregardeu' not be thought of as technology alone.

While technology has its emphasis, peo-

ple are the primary security component.
People, and the processes they implement, have the greatest
affect on security. Systems are always susceptible to flaws in-
troduced by people.

Identify requirements

Security requirements specify the measures needed to protect
a system and its data. Requirements can be broadly identified
as formal or informal. Formal requirements are those that
are documented by a recognized authority and must be fol-
lowed, e.g., laws, regulations, industry standards, and local
policies. In contrast, informal requirements represent guid-
ance that is optional and which may or may not be docu-
mented. A best practice guide for a particular technology is
an example of documented informal guidance. A manager’s
decision to implement an expert’s verbal suggestion also rep-
resents an informal requirement.

Principle 5 — Formal requirements need interpretation

Documented requirements derived from laws and policies
are often ambiguous and difficult to fully comprehend
what exactly is required. This further clouds how they
might be implemented. Documenting ambiguous require-
ment interpretations lays a foundation to derive a secu-
rity architecture. A clearly defined requirement is easier
to implement.

Principle 6 — Information requirements need formalization
Requirements without the support of policy are easily dis-
regarded. Some managers will simply side step security
best practices if they are not supported by policy. One way
to avoid this scenario is to include the requirement in a
System Security Policy —a formalized requirement is more
likely to be enforced.

5 D.B. Parker, Fighting Computer Crime: A New Framework for Protecting Information.
Wiley (1998).
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Specify architecture

Security requirements identify what must be done to pro-
tect the system, but not how. We refer to security controls
as the methods used to implement requirements. From this
view point, security controls indicate how the requirement is
achieved. Thoughtful conversion of requirements into a se-
curity architecture is a challenging process.

There are many attributes that make up a security architec-
ture. Some of the most common attributes include:

e Physical — The locations of system components and
users

e Network — Think Layer 3 and below of the OSI model
e System — Servers and workstations

e Applications — Commercial as well as in-house devel-
oped software

e Components —An inventory of all software and hard-
ware items

o Settings — Configurations supporting operations and
security

o Connections — Interfaces with external systems

¢ Dependencies — Attributes having security and op-
erational reliance on another

Security architecture attributes are the puzzle pieces com-
prising the system. In most cases, manipulation of the pieces
is possible. With that in mind, consider the following prin-
ciples during architecture specification.

Principle 7 — Design is dependent on inventory

Security architecture depends on the composition of the
system. An effective security architecture must consider
all system components and how they fit together.

Principle 8 — Incomplete system knowledge implies

incomplete security architecture
Designing a security architecture with incomplete knowl-
edge of the system is frustrating. Imagine putting together
a 1,000 piece jigsaw puzzle with 242 random pieces miss-
ing. The end result is something difficult to achieve and
ultimately less than satisfying. The missing security archi-
tecture pieces could result in some ugly holes in the sys-
tem.

Principle 9 — Understand how system components can be
exploited
Knowing how something can be abused aides the develop-
ment of countermeasures. Recurring news reports of SQL
injection attacks illustrate this point.

Principle 10 — Difficult-to-use security mechanisms will be
avoided
Transparent security is ideal, but not always possible. Peo-
ple are resistant to security for a variety of reasons. A se-
curity control should be as usable as it is useful. Simplicity
in its use is critical.

12 All web and email links can be clicked to visit the URL, retrieve a resource, view an online article, or send an email to the author.
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Principle 11 — Poorly described security architectures lead
to weak implementations
Security weaknesses occur when it is unclear which re-
quirements must be implemented. Furthermore, it is dif-
ficult to obtain a security control’s desired effect when it is
unclear how it should be implemented.

A security design review with the program manager and lead
developer of a database application revealed an interesting
problem. I asked if auditing was implemented. Both agreed.
The developer stated the design requirements called for audit
of database access. I asked the program manager if it was nec-
essary to audit access to sensitive data. The manager replied
emphatically that auditing was essential to detect misuse. I
asked the developer if any record level auditing was imple-
mented. The developer replied that only logon and logoff was
audited. New detailed requirements were created and the ap-
plication re-entered development.

CISSA

INTERNATIONAL
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Dear colleagues and friends,
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Validate design

Assurance in the security architecture is obtained through
an examination of the system. This examination determines
if the system reflects the requirements and the architecture.
Testing within the examination process evaluates the follow-
ing three objectives:©

1. Security requirements are satisfied — A test is performed to
assess if a given security requirement is met by the system.
In some way the people, processes, and technology-related
controls must reflect the security requirement. Suppose a
requirement stipulates passwords must expire in 90 days.
Testing should include all aspects of the system to include
network equipment, workstations, servers, databases, and

6 S.M. Price, Access Control Systems and Methodology, Official (ISC)? Guide to the
ISSAP CBK. CRC Press: Boca Raton, FL (2011).
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applications. Each component providing accounts must
have the capability to enforce the requirement.

2. Security architecture is implemented as designed — A result-
ing examination of the system’s management, operational,
and technical attributes should reflect the designated se-
curity architecture. The security control should exist in
every part of the system as specified by the architecture.
Now suppose the 90-day password requirement applies
only to ordinary user accounts used to access the network.
The objective here is to identify gaps in the implementa-
tion. Testing seeks to assess if every system component
supporting ordinary user accounts is configured to sup-
port the policy.

3. The desired security functionality is obtained from the de-
sign — Testing exercises the resiliency of a security control.
The security control should serve its designated purpose
and not easily fail. Considering our 90-day password re-
quirement, the system should enforce password changes
or account lockout. If an ordinary user can ignore or by-
pass the 90-day requirement, then the test fails.

Testing is a key security architecture management activity;
but, it is a periodic event. System changes between tests can
quickly invalidate the design. Assurance is affected by the
time spans between design validations: longer time spans
rapidly decrease assurance.

Automation of design validation is an ideal way to keep assur-
ance at a higher level. However, there are many non-technical
attributes which cannot be easily validated with automation.
For example, audit log collection and review is a critical se-
curity activity. Validation of the actual review could be au-
tomated, but may not be practical due to its manual aspects.
Furthermore, automated design validation tools would have
a difficult time assessing the quality and completeness of an
audit log review. While automation is important and desired,
it will not solve all design validation challenges.

Consider the following principles when preparing or con-
ducting a design validation.

Principle 12 — Testing without regard to design is wasteful
Obtain a thorough understanding of the requirements,
security architecture, and system components before test-
ing. Simply running a scanning tool will result in false
positives and false negatives. Be mindful of what must be
tested and the expected results before validation activi-
ties. Otherwise your time and the patients of other will be
wasted.

On one occasion a security professional handed me a vulner-
ability scan with a number of findings. One of vulnerabilities
noted was “MTA detected.” He affirmed that this particular
issue needed to be corrected. To this day I still cannot un-
derstand why he considered a Message Transfer Agent on an
email server to be a weakness.

Principle 13 — System components integrated outside of the
architecture design often introduce weaknesses
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New software or hardware not considered in the security
architecture usually introduces security issues. The capa-
bilities of a new component might

unravel prior security efforts.

Sometimes perceived risk increases Assurance

when prior assumptions are in- .

validated. This problem may occur is affected

when change management allows by the

the introduction of a component .

not integrated with the security ar- time spans

chitecture design. Ensure items are

given due consideration for security between

before integration. Identify other d&Sign

changes that may need to be made - c
validations.

to accommodate the new compo-
nent.

Principle 14 — An unmet requirement is a weakness

Requirements not supported by the security architecture
increase risk. A configuration conflicting with a security
requirement implies a vulnerability. Mis-configurations
identified by scanning tools often get management atten-
tion. Perhaps this is due to the voluminous reports pro-
duced. Or, maybe the output is just too intimidating to
dispute. But, sometimes non-technical weaknesses are
overlooked. It’s important to remember that shortcomings
in operations and processes conducted by people affect the
security architecture too.

Principle 15 — Validation of requirements met implies
compliance not security
Requirements are seldom precise enough to ensure rigor-
ous security. A thoughtful architecture regularly tested for
its resiliency is a good starting point. Aggressive continu-
ous monitoring of all controls leads to security nirvana.

Principle 16 — Resilient designs fail

If you build it, they will break it. So why try? Resilient de-
signs provide the best bang for the buck. They provide op-
erational efficiency with respect to availability. Examples
of resilient designs include defense-in-depth, redundancy;,
and fail over. Non-resilient designs will fail more often
and more spectacularly. The point here is to be prepared
for failures. They will occur. Have a plan prepared to deal
with this inevitability.
The security architecture’s resistance to failure helps achieve
system integrity and availability. These two security goals are
quite important. As previously mentioned, everything relies
on integrity. But, a loss of availability can be quite notice-
able and may directly impact the ability of the organization
to function. Keep in mind that availability is usually the most
important security goal for IT professionals. A loss of avail-
ability during validation testing is unwise.

Principle 17 — Penetration testing alone does not validate
design effectiveness

A successful penetration test exploiting a human weak-
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ness (e.g., spear-phishing) confirms what is blatantly ob-
vious. Humans are the weakest link. Likewise, a failed
penetration does not affirm the architecture is compli-
ant or designed correctly. Penetration tests are best suited
to identify unknown vulnerabilities, evaluate detection
mechanisms, and test incident response methods. Use
penetration testing to evaluate security architecture resil-
iency. The ad hoc nature of penetration testing encourages
the evaluator to poke at the security architecture from dif-
ferent angles.

A few years ago I evaluated a Windows-based system relying
on an automated tool that enforced policy by disabling ac-
counts not used in the last 30 days. Passwords were required
to be changed every 90 days. The se-
curity managers were confident in
the tool and their compliance stand-
ing. I ran a few scripts and dumped
all accounts from Active Directory.
After sorting the dump I provided
the managers a list of active accounts
with passwords older than 120 days.
The security managers would have
identified this issue themselves if
they had tested the control instead of
relying on what it reported. All con-

resources, trols should be tested from different
H angles to ensure they are working
or val!gatfh ey
securi en
Y, Consider risk

it is a useful
metric.

Systems are imperfect and risk will
always be present. Software vulner-
abilities continue to plague systems.
The growth of malware is thought to
exceed legitimate software.” The expansion of these problems
outpaces security resource improvements. One might con-
clude the situation would give rise to an increased awareness
of operational risk. We should hear a global call-to-arms to
constrain risk. And yet, there is hardly a whimper. The se-
curity community wrings its hands about the problem, but
effective progress has not emerged. Consider the following
principles when communicating with those responsible for
risk-based decisions.

Principle 18 — Managers use risk assessments to justify cost

avoidance
Sometimes managers have an overly confident view of
threat likelihood or vulnerability exploitability. This exu-
berant optimism enables managers to justify a position of
limited security spending. The problem is primarily a lack
of awareness as opposed to incompetence. Managers with
good estimates of protected data value and unauthorized
disclosure costs will find it difficult to justify cost avoid-

7 Symantec Internet Security Threat Report Trends for July-December 07 (2007).
Retrieved July 2011, from http://eval.symantec.com/mktginfo/enterprise/white_
papers/b-whitepaper_exec_summary_internet_security_threat_report_xiii_04-2008.
en-us.pdf.
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ance. Identifying data value and exposure cost may not be
easy, but it adds enormous value to the risk assessment.
The bottom line (i.e., monetary value) is what managers’
care about the most. And, it is the best way to help them
evaluate risk.

On one occasion I was tasked to review the contingency plan
for a client site located in New Orleans. The plan identified
Gulf Port, Mississippi, as the backup site. I raised a concern
about the backup site, but the managers apparently consid-
ered my analysis over zealous. Two months later hurricane
Katrina devastated both cities, invalidating the contingency
plan.

Principle 19 — Risk accepted is not risk avoided

Low-risk issues tend to be readily accepted as do some
moderate-risk items, given the costs and potential loss.
This is a valid management decision given the correct-
ness of the loss estimates. When this occurs there is the
possibility the risk will be disregarded or forgotten as if it
was never an issue. In truth, the associated weakness may
eventually lead to a serious compromise. These orphaned
problems might one day emerge with a vengeance. There-
fore, the security architect should seek opportunities to
mitigate these risks before an orphaned uprising embar-
rasses management.

Security measurement

Not long ago security professionals fought for every penny.
Metrics were looked upon as a way to justify a security bud-
get. Presently, regulations and increasingly prevalent threats
justify the need for security spending without a budget battle.
The issue now is not if resources are necessary, but how much
and where.

Interest in security metrics continues to grow. It is reasoned
that metrics will improve security resource allocation.® Un-
fortunately, security measurement is not self evident. De-
termining what should be measured and how is a problem.’
With this perspective consider the following security mea-
surement principles.

Principle 20 — Measurement for the sake of measurement

is wasteful
Security data collected for measurement must potential-
ly affect resource allocation. The overall purpose of the
measurement should support requirements and program
management. It might be interesting to track the number
of malware detected by an antivirus solution, but is this
useful information? A better measurement might be the
number of workstations with installed, activated, and up-
to-date antivirus solutions. If the measured information
can be used to improve a process, reduce cost, track re-
sources, or validate security, then it is a useful metric.

8 W.K. Brotby, Information Security Management Metrics. CRC Press:Boca Raton, FL
(2009).

9 A.Jaquith, Security Metrics: Replacing fear, uncertainty, and doubt. Pearson
Education:Boston (2007).

16 All web and email links can be clicked to visit the URL, retrieve a resource, view an online article, or send an email to the author.
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Principle 21 — Measure discrete operational attributes
impacting security architecture resources
Good metrics can be hard to define. Consider the follow-
ing attributes when selecting what to measure:

e The measure must be quantifiable

e It should be something that can be manipulated by
the organization

e An attribute’s manipulation is associated with a cost
center

e The metric is linked with an aspect of the security ar-
chitecture

Principle 22 — A measurement without a meaningful

standard is of little use
An item measured must be compared against something
known and quantifiable. Example standards include
population totals (e.g., network devices), budgeted costs,
required values (e.g., configuration setting), and frames
of reference (e.g. help desk calls per hour). A standard is
needed to evaluate performance, which is the primary
purpose of a metric.

Principle 23 — Management’s valuation of a standard is

directly proportional to their concern for the metric
Measurements must pinpoint management concerns.
Three things managers want to avoid are surprise com-
promises, budget shortfalls, and findings by external au-
ditors. These concerns and related questions they might
raise include:

e Exposure: How bad is it and what needs to be fixed?
This is a cry for help to manage risk. Providing man-
agement with regular measurements of weaknesses
reduces surprise when a vulnerability is exploited.
It also leverages management accountability by fre-
quent reporting of the problems.

e Performance: Did we do what was planned? The
concern here is whether the budgeted costs aligned
with planned staff activity. This also helps identify
areas that require a shift in resources. Performance
tracking measurements may reveal aspects of a sys-
tem insufficiently supported or those consuming dis-
proportionate amounts of resources.

o Compliance: Are we compliant? Managers seldom
believe auditors are “here to help.” Good metrics help
managers identify non-compliant aspects of the secu-
rity architecture. Non-compliant items might be low
risk, but they can still embarrass management. Mea-
suring items auditors are likely to find helps managers
to avoid uncomfortable situations.

The concept of using metrics with security architecture is
still maturing. But, performance evaluation is the hallmark
of professionalism. If we wish to advance our profession
beyond “folk art,” *° then we must increase the rigor of our
methods and recognized principles.

10 D. B. Parker, Fighting Computer Crime.
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Conclusion

The dynamic nature of systems and threats quickly over-
comes static architecture designs. Long-term perspectives are
needed to anticipate and counter these issues. Security archi-
tecture planning and management is enhanced when secu-
rity principles are considered. The experience and wisdom of
others can point out warnings or suggest best practices. Wise
and truthful perspectives help the security architect deter-
mine the best way to manage an ever changing environment.

A security architect can improve his or her performance with
the consistent application of security principles.
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